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Sopelka Botnet - Campaigns

Campaign Date Trojan Path Countries

Sopelka1 01/05

30/05

Citadel

1.3.4.0

/sopelka1/file.php|file=citsp1.exe

/sopelka1/file.php|file=sopelka1_config.bin

ES,DE,

NL

Sopelka2 01/05

30/05

Citadel

1.3.4.0

/sopelka2/file.php|file=citsp2.exe

/sopelka2/file.php|file=sopelka2_config.bin

ES

Tatanga 15/06

15/07

Tatanga /sec/g.php IT, ES,

DE, NL

Feodo 15/06

15/07

Feodo /zb/v_01_a/in/cp.php ES,NL,

DE, IT

Sopelka3 15/08

24/09

Citadel

1.3.4.5

/sopelka3/file.php|file=citsp3.exe

/sopelka3/file.php|file=sopelka3_config.bin

ES, DE



Sopelka Botnet – Infection (I)

• Exploit Kit: BlackHole



Sopelka Botnet – Infection (II)

• SPAM



Sopelka Botnet - Injects

• Minimal HTML code in the config file

– External Javascript files

– One file per affected entity

– Downloading via PHP file

• https://domain.com/dir/get.php/campaignDir/?name
=inject.js

– Same technique used in the 3 malware families

– Tatanga URL (Injects server?)

• x.php?cmdid=8&gettype=js&id=inyeccion.js&uid=0000



Sopelka Botnet - Injects

• Citadel

• Tatanga



Sopelka Botnet - Injects

• Tatanga strings in a Citadel config



Sopelka Botnet - Injects

• 2FA



Sopelka Botnet - MyCoolSMS

• Using API to send SMS to the victims

• “Executive” accounts

• Three known users: smshumor/danieliv/hgm



Sopelka Botnet – smshumor

• Used in Sopelka1/2 campaigns (May)
– From March to July

– Some tests performed in March and April

– FonYou virtual numbers for testing (Spain)

– URIs with links to .jad (5.1%) and .apk (94.9%)

– “BancoMovil” (99%) as sender
• Also “SecureInfo” and “MobilBank”

– 2407 SMS sent
• 240 €



Sopelka Botnet – danieliv

• Feodo / Tatanga campaigns

– July and August

– Just .apk (76%) and .jad (24%) again

– Sent to Germany / Italy / Netherlands mostly

– 574 SMS

• 99.8€



Sopelka Botnet - hgm

• Active since end of July

– Heavily used during Sopelka3 campaign (Sept)

– SMS sent to Spanish and German phones

– Also links to .sis (10%)

– “TOCCO” as sender

– Internal communication

– 1162 SMS

• 188€



Sopelka Botnet – Mobile apps

• Mobile components known since 2010
– Android

• 19th of July 2012

– BlackBerry
• 20th of August 2012

– Symbian
• 9th and 20th of August 2012

• Same admin phone numbers
– Swedish virtual numbers

• +46769436094
• +46769436073



Sopelka Botnet – Mobile apps

• Symbian certificates mail (test)



Sopelka Botnet – Mobile apps

• Symbian certificates mail (campaign)



Sopelka Botnet – Banking panel

• Russian + English



Sopelka Botnet – Banking panel

• Commands (injects)



Sopelka Botnet – Banking panel

• Commands (injects)

– Server side Not all implemented

• getinfo: gets info from the server, even transfers

• newdate: new transfer

• has: checks if that info exists in the database

• getvalue: obtain some stored data like codes card

• log: just logging



Sopelka Botnet – Banking panel

• Stolen data
– At least 9,000  banking users

– Configs
• 60% affects to Spanish entities

• 15% affects to German entities

• 15% affects to Italian entities

• The rest to Netherlands and Money Transfers

– Injects against more than 30 companies
• Found data of 5 Spanish and 2 German

– The campaignDir directory separates campaigns



Sopelka Botnet – Banking panel

CampaignDir First use date Last use date Total use

/decit/ 2012-07-24 2012-09-19 30%

/replace_hgsdonf/ 2012-05-04 2012-09-20 27%

/fixan/ 2012-05-21 2012-09-06 19%

/foxes/ 2012-05-21 2012-07-07 14%

/fixit/ 2012-06-26 2012-08-15 5%

/denew/ 2012-07-24 2012-09-17 4%

/replace_zeus/ 2012-05-05 2012-09-18 0.7%

/mex/ 2012-09-04 2012-09-20 0.2%

/mes/ 2012-09-04 2012-09-19 0.1%

/nor/ - - 0%

/gni/ - - 0%

• One database per campaign



Sopelka Botnet - Infrastructure

• Trojan servers

• DNS servers

• Banking panel servers

• Injects servers

• Servers to send SMS

• Send/Receive SMS providers

• Mobile components servers
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Sopelka Botnet - Infrastructure

• Trojan servers

• DNS servers

• Banking panel servers

• Injects servers

• Servers to send SMS

• Send/Receive SMS providers

• Mobile components servers
– At least 13 domains



Sopelka Botnet - Infrastructure

• Citadel domains stats (autumn.kz, wet.kz, advia.kz)

– IPs geolocation (05/09/2012)
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Sopelka Botnet - Infrastructure

• Citadel domains stats

– Unique IPs connecting to advia.kz (05/09/2012)
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Sopelka Botnet - Infrastructure

• Citadel domains stats

– Total unique IPs (01/09/2012 - 07/09/2012)
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Sopelka Botnet - Infrastructure

• Feodo

– More than 30,000 infections

• Italy!!

• Tatanga

– 3,000 infections aprox.

• Germany

• Spain



Sopelka Botnet - Infrastructure

• Binary updates (Citadel)
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Sopelka Botnet - Infrastructure

• Binary updates (Citadel)

– Robocrypt

– Styx



Sopelka Botnet - Infrastructure

• Internal communication / tests
– Mobile phone numbers

• Virtual numbers
– Spain FonYou

– SwedenMyCoolSMS

– United KingdomMyCoolSMS

• Russian prepaid SIMs (Beeline)

– MyCoolSMS

– SMS2Email

– TextMarketer
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Sopelka Botnet - Infrastructure

• Internal communication / tests

– Messages in English

– Some proofs pointing to Manchester

• Using same virtual number (hgm)

• Using SMS2Email account with Manchester IP

• Account data

– But payments with Russian virtual credit cards…



Sopelka Botnet - Summary

• Citadel / Tatanga / Feodo

• Since April to end of September 2012

• Injects + Mobile component (apk, jad, sis)
– No automatic transfers

• 4 European countries affected

• High infection level

• Russian / English banking panel

• Different nationalities group (?)
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Eurograbber

• Different malware families
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Eurograbber

• It smells like Sopelka…
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• It smells like Sopelka…



Eurograbber

• Different malware families

– ZeuS Citadel

– SpyEye Tatanga / Hermes

– Feodo / Bugat / Cridex

– Carberp?

• New ZitMo attack

• European banks

• 200€ - 250.000€ transactions



Eurograbber

• Different malware families

• New ZitMo attack Same ZitMo in 2010

– Android

– BlackBerry

– Symbian

“…new and very successful
variation of the ZITMO Trojan“

“…Mobile version of Eurograbber Trojan”



Eurograbber

• New ZitMo attack Same ZitMo in 2010

“…new and very successful
variation of the ZITMO Trojan“



Eurograbber

• Different malware families

• New ZitMo attack

• European banks

– Italy (16) (14)

– Spain (7) (16)

– Germany (6) (3)

– Netherlands (3) (1)

• 200€ - 250.000€ transactions
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• Different malware families

• New ZitMo attack

• European banks
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Eurograbber

• 200€ - 250.000€ transactions



Eurograbber

• 36 million EUR WTF??!!



Eurograbber

• 36 million EUR WTF??!!
2012-07-24 03:50:58
xxxxx_4179183
21.038,54 € 2012-07-23 22:43:56

xxxxx_1370498
14.984,62 €

2012-07-23 14:04:36
xxxxx_2812717
10.112,18 € 2012-07-23 13:45:45

xxxxx_1068462
31.339,07 €

2012-07-22 08:37:09
xxxxx_2887226
85.602,18 €

2012-07-22 08:23:44
xxxxx_2629431
223.036,12 €

2012-07-22 02:31:02
xxxxx_1029564
38.506,79 €



Eurograbber

• “Once the Eurograbber Trojans are installed on 
the bank customer’s computer and mobile 
phone, the malware lays dormant until the next 
time the customer accesses their bank account. ”

• “Immediately upon a bank customer’s login, the 
cybercriminal initiates Eurograbber’s computer 
Trojan to start its own transaction to transfer a 
predefined percentage of money out of the 
customer’s bank account to a “mule” account 
owned by the attackers.”



Eurograbber

• “…the Eurograbber mobile Trojan intercepts 
the SMS containing the TAN, hides it from the 
customer and forwards it to one of many relay 
phone numbers setup by the attackers. The 
SMS is then forwarded from the relay phone 
number to the drop zone where it is stored in 
the command and control database along 
with other user information”



Conclusions

• Sopelka is an interesting botnet
– 3 malware families and only one banking panel

– High infection level

– Mobile components

– Internal communication

• Eurograbber is just marketing
– With some technical details

– Sales/Marketing  >>>>  Solutions/Collaboration

• Critical and analytical mind against hypes



Agradecimientos

• S21sec e-crime

• Fox-IT Cybercrime

• Shadowserver & Abuse.ch

• ING Direct Spain (Alex!)

• …



Questions?



Thanks!!
Mikel Gastesi

@mgastesi
Jose Miguel Esparza
@EternalTodo


